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1. Explain the OSI and TCP/IP models, their layers, and the functions of

protocols and devices at each layer.
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2. Describe different network topologies and the working of networking

devices like Hub, Bridge, Switch, Router, and UTM.
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3. What is VLAN and subnetting? Explain the difference between Fixed-

Length Subnet Masking (FLSM) and Variable-Length Subnet Masking (VLSM).
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4. Discuss various types of routing protocols like RIP, OSPF, EIGRP, and

their functioning in IPv4 and IPv6 networks.
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5. What are the different types of cyber threats and attacks? Explain with
examples how social engineering, malware, and phishing affect

cybersecurity.
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6. Explain the fundamentals of cryptography, including symmetric and
asymmetric encryption, key  management, and cryptographic

algorithms.
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7. What are firewalls and intrusion detection/prevention systems?
Discuss the types of firewalls and their deployment in network

security.
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8. Discuss secure coding practices and OWASP Top 10 vulnerabilities.
How can web applications be protected from threats 1like SQL

Injection and XSS?
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9. What are cyber forensics? Explain the process of identifying,
preserving, analyzing, and ©presenting digital evidence in

cybercrime investigations.
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10. Discuss the key aspects of cyber law, including the Information
Technology Act 2000, digital signatures, data protection, and

online contracts.
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